.-
2 2
G

e
Poae®

BRITISH
COLUMBIA

Ministry of Health Services

Accessing the Ministry
Web Business Services

How to Install Digital Certificates using
Internet Explorer (IE) 6.0

A Reference Guide for Access Administrators

Prepared by healthnetBC Access Services (HAS)
healthnetBC
IST, Knowledge Management & Technology

April 2004

Version 1.1



How to Install Digital Certificates using Internet Explorer (IE) 6.0

Contents
L0001 (=10 £ TP S PP PP PR P PRPTRPPPIO 2
L. INErOAUCTION ...ttt bbb 3
2. About Browser Encryption Strength............coooveiiiiiiiiceeeeees 3
3. Digital Certificate Management..........cuoiirieiiereniesie e 4
4. Installing a digital certificate iNt0 @ BrOWSEr .........ccovviiiiiiiieiie e 5
5. Need Help? Had a problem installing the digital certificate?.............ccccccooevvenenne 16
6. Confidentiality Undertaking DOCUMENT...........cccooiiiiiiieiiiie e s 17

Prepared by HealthNet Access Services (HAS) 2



How to Install Digital Certificates using Internet Explorer (IE) 6.0

1. Introduction

This guide includes:

Instructions for installing the Ministry of Health Services digital certificate using
Internet Explorer (IE) 6.0.

Confidentiality Undertakings Guidelines for private sector organizations. A sample is
provided to either use as a stand alone confidentiality pledge, or to incorporate into the
organization’s existing confidentiality agreement.

Screen displays included in this guide: MOHP\S web business services do not provide
HelpDesk support for the use of browsers other than Internet Explorer 6.0. However, if
you do use a previous version, the screens presented may not be the same. If this is the
case, please reference the Help provided with your version of the browser in order to
complete any activities described in this document.

About Browser Encryption Strength

The encryption strength of your browser is important. The Ministry of Health Services
wants to provide strong protection for the personal information that is transmitted.
Browsers support either strong encryption or weak encryption. Ministry Web business
services uses strong encryption (128-bit) so your browser must be able to support this
stronger encryption level.

To find out the strength of encryption your browser supports, you will need to look at
the browser’s “Help” menu item called “About Internet Explorer”. An “About box”
should appear, and in the middle of the box you should see: “Cipher Strength: 128-
bit”. If it says “40-bit” or “56-bit” instead of “128-bit”, then the encryption strength is
too weak and the encryption strength of the browser must be upgraded. Visit the
Microsoft.com site should you need to upgrade your browser.
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3. Digital Certificate Management

The designated Access Administrator (AA) for your organization is responsible for co-
ordinating the installation of the Digital Certificate on the computers of users authorized
to access the MOHP\S web business services, and for ensuring secure storage of the
certificate.

o the Digital Certificate is sent to the Access Administrator as an attachment
(approximately 3kb in size) within an email from HealthNet Access Services
(HAS).

e the Digital Certificate must be saved from the email to a diskette.

e the Access Administrator must call the Ministry of Health Services HelpDesk at
(250) 952-1234 to obtain the digital certificate password.
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4. Installing a digital certificate into a
Internet Explorer (IE) Browser

IMPORTANT NOTE:

Each user must be logged onto his/her machine, at the time the certificate is
installed on that machine.

1. Open Internet Explorer Browser.
2. Click on the Tools menu from the top menu bar.

3. Choose Internet Options.

/3 about:blank - Microsoft Internet Explorer [_[2]x]
J File Edit ¥iew Favorites | Tooks Help ‘
il and News 3 =
=@ = By 5 W
Back Farward| Stop Barch Favorites  Histary Mail Print Edit
J@— Windaws Update J 6) J
Address [&] aboutblank — - Go || Links >
———————— ShowHelated Links | _l
=

Enables wou to chanae settings.
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2 x|

Generall SEcurit_l,II Privacy Content | Connections F'ru:ugramsl .-’-'-.dvanu:edl

— Content &dwizor

R atings help you control the Internet content that can be
m viewed on thiz computer.

Enahle... I Settings...

— Certificates
% Lze certificates to pozitively identify yourself, certification
@l authonities, and publizhers.

Cerificates... | Publizhers...

— Perzonal infarmation

r AutoComplete stores previous entries AutoComplete. .
Eﬁ and zuggests matches for you.

Mizrozoft Prafile Azsiztant stares pour My Profile...
perzonal information.

&

0k, | Cancel | Apply |

4. Click on the Content tab.

5. Click on the [Certificates...] button.
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certificates 2x|

Intended purpose; I-::.ﬁ.II:b j

Personal |Other People I Intermediate Certification Autharities I Trusted Rook Certificatior_ 4 I *I

Issued To | Issued By | Expirakia, .. | Friendly Name |

Irnpork. .. Expaork,.. Eemove

Certificate intended purposes

Yiew |
Close |

6. Click on the [Import...] button

NOTE: Your Browser will present only those certificates that you have imported.
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Welcome to the Certificate Impont

Wizard

This wizard helps wou copy certificates, certificate trusk
lisks, and certificate revocation lists from wour disk to a
certificate stare.

& certificate, which is issued by a certification authority, is
a confirmation of vour identity and contains information
used to prokect daka ar ko establish secure netwark,
conneckions, & certificate skore is the system area where
certificates are kept.

Ta cankinue, click Mexk,

= Back Mext = Cancel

7. Click on the [Next >] button.
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certificate Import Wizard

File to Import
Specify the File vau wank ko impark,

File name:

Browse, .. |

Maoke: More than one certificate can be stored in a single file in the Following Formats:
Personal Infarmation Exchange- PECS #12 ( PFX, P12}
Cryptographic Message Svntax Skandard- PECS #7 Certificates ( P7E)

Microsaft Serialized Certificate Store (35T

< Back Mext = Cancel

8. Insert the diskette on which you saved the digital certificate.

9. Click on the [Browse...] button.

10. Select the 3 1/2 Floppy drive.

11. Ensure that you select All Files <*.*> in the Files of Type field.
12. Click on your Certificate filename to highlight the file.

13. Click on the Open button.

14. Click on the [Next >] button.
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Certificate Import Wizard x|

Password
To mainkain security, the privake key was protected with a password,

Type the password For the private ke,

Passwiord:
I****

¥ Enatble strong private key protection. You will be
prompked every time the private kew is used by an
application if wou enable this option,

[ Mark the private key as exportable

< Back Mext = Zancel

15. Type in the certificate password that was provided to you by the MOHP\S
HelpDesk.

16. Click in the box beside Enable strong private key protection, to select that
option.

IMPORTANT NOTE:
Do NOT select “Mark the private key as exportable”.

17. Click on the [Next >] button.
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Zerhiticate store;

18. Ensure that ‘Automatically select the certificate store based on the type of
certificate’ is selected. Click on the [Next >] button.
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Completing the Certificate Import

Wizard

¥ou have successfully completed the Certificate Impork
wizard,

You have specified the Following settings:

Certificate Store Selected  Aukomatically determined by k
Content PFx
File Mame W'\ CertificatesiIssued Cerksh
Jl | i
< Back | Finish | Cancel |

19. Click on the [Finish] button.
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Importing a new private exchange x|

An application iz creating a Protected ibem.

Security level zet to Medium Set Securty Level... |

] | Cancel Details... |

20. Click on the [Set Security Level...] button.

Importing a new private cxchange key! x|

Choose a securnty level appropriate for thiz item.

" High
Fequest my permizsion with a pazswaord when this
itern iz to be used.

& '
Dﬁ b edivim

Fiequest my permizsion when this item is to be uzed.

 Low

Automatically grant permizzion b uze this ikem
withiaut nokification.

¢ Back et = | Cancel |

21. Click in the circle beside Medium, to select that security level option.

22. Click on the [Next >] button.
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Importing a new private exchange key! x|

Y'ou have set pour zecurnity level ta medium.

& dialog will prompt for your permizzion when this
itemn iz to be used.

¢ Back Finizh Cancel

23. Click on the [Einish] button.

Importing a new private exchange ke x|

An application iz creating a Pratected item.

Security level zet to Mediunm Set Security Level... |

k. | Cancel Details... |

The security level has now been set, and displays on the screen to the left of [Set
Security Level] button

24. Click on the [OK] button.
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certificate Import El

@ The impart was successful.
()4 |

25. Click on the [OK] button.

certificates 2x|

Intended purpose; I-::.ﬁ.II:b j

Personal |Other People I Intermediate Certification Autharities I Trusted Rook Certificatior_ 4 I *I

Issued To | Issued By | Expirakia, .. | Friendly Name |
ElorGhameOREnumber  Internal-use trading p... 2007/Mar... ORGnamedRGn...

Impott. .. Expork... Remove Advanced...

Certificate intended purposes

Yiew

Close

L

The import of the digital certificate is now complete.

26. Click on the [Close] button.
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2|

Generall Securit_l,ll Frivacy Content | Connections F'rl:ugramsl .ﬁ.dvancedl

— Content &dvisar

Ratingz help you control the Intermet content that can be
m viewed on this computer.

Enahle... I Settinms,.. |

— Certificates
% Uze certificates to pozitively identify pourself, certification
@l authorities, and publishers.

Certificates. . | Publizhers... |

— Perzonal information
n  AutoComplete stores previous entries AutoComplete. . |
and suggests matches far pou.
Microzoft Profile Assistant stores pour by Profile.. |
perzonal information.

0k, | Cancel | Smply |

27. Click on the [OK] button, to exit Internet Options.

Proceed with further installs of the digital certificate on any other machines that will be
used to access the MOHP\S web business services.

5. Need Help? Had a problem installing the
digital certificate?

If you experience any problems during the digital certificate installation, please contact
the MOHP\S HelpDesk at (250) 952-1234.
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6. Confidentiality Undertaking Document

All users within private sector organizations must sign a confidentiality document prior
to accessing the MOHP\S web business services.

The template on the following page is a sample of the Ministry’s Confidentiality
Undertaking. The organization MUST use this wording, but may choose to either use it as
a stand alone confidentiality pledge for their employees, or to incorporate this wording
within the organization’s existing confidentiality agreement structures.

Signed confidentiality undertakings are to be retained by the organization and used in
conjunction with an education program related to privacy and confidentiality of client
records.

The organization must produce the signed undertaking for review and audit at the
request of the Ministry of Health Services.

Note: Users within the public sector (hospital employees, etc.) are covered by the
Freedom of Information and Protection of Privacy (FOI/POP) Act, and as such
are assumed already to have signed an appropriate confidentiality undertaking, as
a requirement of their employment.
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CONFIDENTIALITY UNDERTAKING
for private sector users who will be accessing
Ministry of Health Services Client Data

BETWEEN: (the Organization)
(name)

AND: I, (the user)
(name)

WHEREAS:

THE ORGANIZATION HAS ENTERED INTO AN AGREEMENT WITH THE MINISTRY
OF HEALTH SERVICES PERMITTING ACCESS TO SPECIFIC CLIENT DATA ON
CERTAIN MINISTRY DATABASES; AND

THAT AGREEMENT INCLUDES SECURITY AND CONFIDENTIALITY CLAUSES
RESTRICTING THE ACCESS FOR PURPOSES AUTHORIZED BY THE MINISTRY.

I promise to abide by the following terms and conditions:

1. 1 will not use or access the information in the MOHP\S databases to which | have been
granted access, for any purpose other than those which have been authorized by the Ministry
of Health Services.

2. 'will at all times treat as confidential all information related to MOHP\S clients and will not
permit the publication, release or disclosure of the same without the prior written
authorization of the MOHP\S. For the purpose of this agreement, information related to
MOHP\S clients includes, but is not limited to:

() the individual’s name, address or telephone number
(i) the individual’s age, gender, marital status or family status
(i) the individual’s Personal Health Number (PHN)

3. 1 will at all times treat as confidential all information related to the security and management
of MOHP\S systems and databases.

4. 1 will adhere to the Medicare Protection Act as it applies to the confidentiality, privacy and
security of information related to MOHP\S clients.

UserName User Signature Date Signed

Organization Name

* Witness Name Witness Signature Date Signed

* a person within the organization, such as a supervisor or manager.
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